passbolt

Admin Quick Start Guide

What you need to know to get started



How do | get started?

This is what the setup looks like



Step 1. Gather
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Gather your credentials

Remove outdated, duplicate, or inactive credentials
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5

Databases

O)
)

Other
credentials



Step 2. Design Your . Foundation of a successful rollout

Mirror Your Organisation pamcholte

My workspace > Folder > Subfolder 2
Choose your folder structure to group & oms : ; zl=]=

p a S SWO rd S By workapace Name Username Password URI

v O Folder
> [ Subfolder 1 Gitlab ada@passbolt.com https://about.gitlab.com/
Department-Based / Project-Based / Client-Based / >3 Subfolder2 Postgresa — O
BUSII’]eSS Unlt'BaSed, etC- v [ Shared folder Mastodon ada@passbolt.com https://mastodon.social/
2/ hared subiolder ] @ Facebook Ada https://www.facebook.com/
Nest folders to improve navigation. Avoid one massive © 2 Groups @ s edea o B ik

catch-all folder. Mansgement © s

Developers

ada@passbolt.com https://stripe.com/

Admins PhpMyAdmin @ ada .co hi r.phpmyadmin.net/

Create groups (of users) that mirror your o
d e p a rt m e nts @ Snyk ada@passbolt.com https://snyk.io

GPG Key IBM sbolt.com

Mysql Ada https:/ mysql.com/

Group users based on shared access needs to simplify AWS EC2 assbolt.com
permissions. AWIS 53 @passbolt.com

HubSpot @) bolt.com https://www.hubspot.com/

Strongly advise to import Active Directory groups (Pro MongoDB adais1s htps:/uvw.mongod.com/

fe atU re) GCP ada@passbolt.com https://cloud.google.com/




Step 2. Design Your

Strongly advise respecting the
Principle of Least Privilege
When your folder structure and groups are set up correctly,

least privilege happens naturally. Each user sees only what
they need, nothing more.

The principles to follow:

Permissions will be assigned at the group level
(recommended); sharing with an individual should only
ever be an exception.

Share a folder with several groups when more than one
team genuinely needs it, rather than duplicating folders.

Give each group only the permission it requires, such as
Read-Only or Update.

Choose carefully which group(s) own a folder, since
owners can add or remove users and groups.

. Foundation of a successful rollout

passbolt-®

My workspace > Folder > Subfolder 2

(@ Home < © @ b4 ©

v B My workspace
Y ; Name Username Password URI

v O Folder
> O Subfolder 1 Gitlab ada@passbolt.com https://about.gitlab.com/
> O3 Subfolder 2 Postgresql Lovelace https .postgresql.org/

v @ Shared folder

Mastodon ada@passbolt.com https://mastodon.social/
> (@ Shared subfolder 1
@ Facebook Ada https://www.facebook.com/

v e =
Groups ° Github ada@passbolt.com https://github.com/

Management
e Stripe ada@passbolt.com https://stripe.com/
Developers

Admins PhpMyAdmin @ ada .co hi r.phpmyadmin.net/

Mysql Ada https:/ mysql.com/
> O Tags
NPM ada@passbolt.com https://www.npmjs.com/
@ Snyk ada@passbolt.com https://snyk.io

GPG Key IBM sbolt.com

AWS EC2 assbolt.com

AWS 53 a sbolt.com

HubSpot @) bolt.com https://www.hubspot.com/

MongoDB ada1815 https://www.mongodb.com/

GCP ada@passbolt.com https://cloud.google.com/




Step 3. Import

TIP: IT Department owns
the initial import

gather the initial credential setup

Import the CSVs or the KeePass file
within the relevant folder structure
defined in step 2.

passbolt®

+ Crome v



http://www.youtube.com/watch?v=97JCXSj_Mdw

Pro Cloud

Step 4. Setting Up the before importing users!

Ensure users can regain access if they lose cor <o e ”
. = « passbolt User guide Hosting guide  APlguide  Contribute guide
their or g P )

Introduction v
A > Authentication > Account Recovery

Configure your Organisation Recovery Key. Select Prompt
(recommended). New users will be automatically prompted to enrol Bk Account Recovery

during account setup. ReseueeTupes S| e

Resource Policies

If a user loses access click "Help, | lost my passphrase" on the Autnentcation o peregement
login screen to start recovery process. et fecorery :
You also have the possibility to create a role and assign non-admin , Lasapaad e 2020

user to perform account recovery (for a support team for example). @

TIP: Good timing to also configure your Security Baseline

v Resources policies, expiry, and secret history.
v Authentication policies, Single Sign-on (SSO), Passphrase policies, and Multi-Factor Authentication (MFA).

v Notifications and more information about role-based access control in the next slide.



https://www.passbolt.com/docs/admin/authentication/account-recovery/
https://www.passbolt.com/docs/admin/resource-policies/
https://www.passbolt.com/docs/admin/authentication/
https://www.passbolt.com/docs/admin/emails/email-notifications/
https://www.passbolt.com/docs/admin/role-based-access-control/

Step 5. Setting Up

Ensure specific actions are forbidden for
regular users and/or create custom roles to
allow specific actions for a portion of your
users.

Remove the possibility for your users to export credentials.

Give your support team the possibility of performing account
recoveries.

Hide the user workspace.

Disable the possibility to configure phone or desktop app, etc.

< Organisation settings

Home
Subscription
v Resource types
Metadata key
Encrypted metadata
Migrate metadata
Allow content types
~ Resource policies
Password Expiry
Password Policy
Secret history
v Authentication
User Passphrase Policies
Account Recovery
Single Sign-On
MFA Policy
Multi Factor Authentication
~ User provisionning
SCIM
Users Directory
Self Registration
~ Emails
Email server
Email Notifications
Role-Based Access Control

Internationalisation

Home > Role-Based Access Control

Role-Based Access Control

In this section you can define access controls for each user role.

Admin
API Permissions
v Group management
Create a group
v Account recovery request
Account recovery request view
Account recovery request index
Account recovery request review Allow
Ul Permissions
v Resources
~ Import/Export
Can import
Can export
v Password

Can preview

Can cam

Deny

Deny

Deny

Deny

Allow

Allow

Allow

Al

User

2+ Add role

Group Admin

Allow

Deny

Deny

Deny

Allow

Allow

Allow

Bllaw


https://www.passbolt.com/docs/admin/role-based-access-control/

Step 6. Bring your team onboard

00 < C % passbolt.com/docs/adminjuser-provisioning/

€« pa sSsS bOlt User guide Hosting guide API guide Contribute guide

Deploy progressively
(recom mended) Introduction >

+ Subscription >

> User Provisioning
LDAP sync (PrO) Resource Policies >

A > User Provisioning

Import your users/groups

Authentication > Roles and Permissions User off-boarding
SCIM (Pro/Cloud) _ -
In depth information about roles and permission in ... How to delete users
User Provisioning v
Self registration
Manage groups SCIM User Provisioning
> How to manage user groups 2 items
>
Emails > Self-Registration Users Directory
How to Set up User Self-Registration 2 items

Role Based Access Control

Passbolt API Status


https://www.passbolt.com/docs/admin/user-provisioning/

Step 7. Start secure collaboration

Apply the "One-to-Many" Rule
Link folders to groups

Manage permissions tier at the folder level. (The
sub-folders and passwords will inherit the
upper-permission rights unless you modify them)

Avoid assigning access user by user

Permission Tier Capabilities Can Share?
Can Read View and use credentials only No
Can Update Create, Edit, and Delete items No
(folders, resources) in a folder
Is Owner Full rights + Permission Yes
management

Passbolt requires every folder to have at least one owner at all times to
prevent data from becoming orphaned

A Avoid sharing passwords directly with individual users.

Always go through groups. It makes (on/off)boarding and permission
changes much easier

passbolt Q
T Share folder cos x
(R Home = Allitems » (6]
@) csv
. canupdate v X
~ B Myworkspace Neme W S Wt Loc
v @ Clients QD s day.. (&
> (9 Athena ® »rc @  Mariam @ e x day.. ©
@ "oerssotcon
> (0 Demeter ® o day.. B
~ @ Eos ® e day.. @
’ Maxence Zanardo &
(2 Administration G [ pmma canread v X day.. @
& o +csm@passbolt.com
[ Analytics T day... ®
© QA P day.. &
a@)D sales canread v X .
 Security @ G oo day.. ©
> (@ Hera H day.. B
> 0 Nyx Share with people or groups day... B
P x
> [0 Persephone : day.. ®
> (3 Rhea day... ®
® v Click save to apply your pending changes. day.. @
.o <
- ancel ave
csM a day.. ®
marketing Redash anita@eos.com eeeeee.. eee eee https://redash. in2mont... 12d.. &
Sales CodeClarity Edith Clarke ©00000.. 000 000  hilps/WWW.CO in2mont... 12d.. &




Beyond the setup

Two useful practices before rolling out



Onboarding Check

and
sharing logic with test
users

Test the
Organisation Recovery
Key and Recovery
process

passbolt-®

() Home % © @ w

it My workspace
8w s Name
v O Folder

> O subfolder 1 Gitlab

> (O Subfolder 2 Postgresql
v @ Shared folder Mastodan

> (@ Shared subfolder 1
Facebook
o
en/ GrOURS Github

Management
Stripe
Developers

Admins PhpMyAdmin @

> O Tags My
NPM
Snyk
GPG Key IBM
AWS EC2
AWS 53
HubSpot

MongoDB

GCcp

My workspace > Folder » Subfolder 2

o]

Username
assbolt.com
Lovelace
ada@passbolt.com
Ada
ada@passbolt.com
ada@passbolt.com
assbolt.com
Ada_1815
ada@passbolt.com
ada@passbolt.com
assholt.com
@passbolt.com
assholt.com
ada@passbolt.com
ada1815

ada@passbolt.com

Password

00000000

Mastodon

Details Activity

URI
Custom fields
https://about.gitlab.com/

htt vw.postgresql.org/ e

https://mastodon.social/
https://www.facebook.com/

:{/github.com/
® Show all
/stripe.com/

ww.phpmyadmin.net/
https://www. |.com/ mastodon.social
% mas.to
YWW.NpMjs.com/

techhub.social
https://snyk.io cim

mstdn.party

mapstodon.space

/faws.amazon.com/ec2/

https://aws.amazon.com/s3/ Shared with

https://www.hubspot.com/ Information

https://www.mongodb.com/

Tags

https://cloud.google.com/

Terms  Privacy




Offboarding Check and
Credential Cleanup

When a user is removed from a
group, access is revoked
immediately.

But credentials they previously

accessed will be marked as (!)
and should be rotated to

maintain good security hygiene.

If a useris of
elements (passwords, folders,
groups), a pop-up will be
displayed at the deletion of the
user to the ownership to
another user.

¢ Organisation settings I

Home

Subscription

v Resource types

Metadata key

Encrypted metadata

Migrate metadata

Allow content types

v Resource policies

Password Expiry

Password Policy

Secret history

v Authentication

User Passphrase Policies

Account Recovery

Single Sign-On

MFA Policy

Multi Factor Authentication

v User provisionning

SCIM

Home > Password Expiry

® Password Expiry

Expiry Policies
In this section you can choose the default behaviour of password expiry policy for all users.
Default password expiry period

When a user creates a resource, a default expiry date issetto 90  days

° Policy Override
Allow users to override the default policy.

Automatic workflows

In this section you can choose automatic behaviours.

° Automatic Expiry
Password automatically expires when a user or group with a user who has accessed the password is removed from the permission list.

@ Automatic Update
Password expiry date is renewed based on the default password expiry period whenever a password is updated.

Save

were accessed, rotate these first

Unflagged credentials were shared but never accessed, need no

action



Useful resources

Where to learn more and get help



(X X} & G % passbolt.com/changelog/api-bext [ Guest | i

passbolt sonn (TR © oo

z Changelog

Subscribe to Updates and x

Alerts
[ 4

Subscribe to our

month|y release ugdate (S | passboltd s e sowone b wome-  comny oo
to stay informed about ; Incidents

History of incidents that impacted Passbolt during the p:

Subscribe to_incidents to

stay informed about any
security incidents

June 17th, 2026 v SCIM Cure53 security audit results

In February 2026, Cure53 conducted a two-week white-box penetration test and source-code audit
of Passbolt's SCIM, Azure AD integration, and directory synchronisation components.

AupIT

June 8th, 2026 v Passbolt Pre-CSPN Security Audit Results

In 2025 Passbolt commissioned Quarkslab to perform a security audit and pre-CSPN evaluation,


https://www.passbolt.com/changelog/api-bext
https://www.passbolt.com/incidents

Browse the . Learn more about the other
functionalities on the official documentation.

o000 & > C °5 passbolt.com/docs/admin/ \/E Guest\‘] H
A =
=
<« paSSbO|t User guide Hosting guide API guide Contribute guide O Q Search #® K
Introduction v

A > Introduction

i i 1ng
Ll L3
- Welcome to the Admin Guide!
Resource Types >
» Admin guide

Resource Policies
Authentication >

What is the Admin Guide?
User Provisioning

The documentation for Passbolt contains several main sections, all accessible from the top navigation bar:
Emails >

The Admin Guide that you're currently reading contains all the information for users with the administrator role, e.g. all about the user and

Role Based Access Control admin workspaces.

The Hosting Guide contains all the technical information related to the setup and update of your passbolt self-hosted server.
Passbolt API Status The User Guide contains all about the functionalities available to every user.
The API Guide contains low-level and detailed information related to the different endpoints of the backend API.

The Contribute Guide contains information about how you can contribute to passbolt in different ways.


https://www.passbolt.com/docs/admin/

Passbolt
Additional Resources

Security White Paper Risk
mitigation, residual risks,
and security best
practices checklist

Check the Hosting quide
Installation, configuration,
high availability, backup,
and patching

and

<« passbolt

Introduction

Install

Configure
Maintain
Migrate

Upgrade To Pro

olt.com/docs/hostingfinstall/

Userguide  Admin guide

Install

0 Ansible

43 Ubuntu24.04
Docker

Virtual Appliance

£ Digital Ocean

g}. AlmaLinux 9

OpenSUSE Leap 15

CE

CcE

3

CcE

CE

APl guide

Contribute guide

L X

aws
2

Debian 13

Helm Chart

Raspberry Pl

AWS AMI

Red Hat 9

( ' RockyLinux 9

.. SUSELinux Enterprise

Server 15 SP6

¢) Qsearch


https://www.passbolt.com/security
https://www.passbolt.com/docs/hosting/install/
https://www.passbolt.com/changelog/api-bext

If you are stuck you can always look in the passbolt community

forum or ask our tech support.

[ X X J <« C % passbolt.com/contact/support

Product v Pricing Solutions v Resources v

= passbolt

Help v

Contact our
team

We are here to help. Ask product questions, report problems, or
leave feedback

Request technical help

Request new features

Share your feedback

Need administrative assistance?

Speak to our sales team about plans, pricing, enterprise contracts, or request

a demo.

[ Guest

Community Sign In ) 6.0k
How can we help?
Select your Passbolt edition:
Passbolt CE Passbolt Passbolt Cloud

Your passbolt subscription ID

Subscription ID

Your subscription be found in the olt admin workspace > subscription

section, or in your invoice

Full name

First name Last name

Work email

email@company.com

Why are you contacting us?

Problem (® Question Q Feedback


https://community.passbolt.com/
https://community.passbolt.com/
https://www.passbolt.com/contact/support

Connect with us on github & social media
Q https://github.com/passbolt

@ https://mastodon.social/@passbolt

in https://www.linkedin.com/company/passbolt/


https://github.com/passbolt
https://mastodon.social/@passbolt
https://www.linkedin.com/company/passbolt/

