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User Quick Start Guide

What you need to know to get started



What is Passbolt?
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Passbolt is a
designed for
secure collaboration. You T
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can think of it as a drive for
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your secrets.
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It helps with by
reducing weak or reused
passwords usage and also
prevents phishing.
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Name
Gitlab
Postgresql
Mastodon
Facebook
Github
Stripe
PhpMyAdmin @
Mysql
NPM
Snyk
GPG Key IBM
AWS EC2
AWS 53
HubSpot
MongoDB

GCcp
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Username
ada@passbolt.com
Lovelace
ada@passbolt.com
Ada
ada@passbolt.com
ada@passbolt.com
ada@passbolt.com
Ada_1815
ada@passbolt.com
ada@passbolt.com
ada@passbolt.com
ada@passbolt.com
ada@passbolt.com
ada@passbolt.com
ada1815

ada@passbolt.com

Password

URI
https://about.gitlab.com/
http: mw.postgresql.org/
https://mastodon.social/
https://www.facebook.com/

‘github.com/

<//www.phpmyadmin.net/
https://www. ql.com/
httg ww.npmjs.com/

https://snyk.io

https://aws.amazon.com/ec2/
https://aws.amazon.com/s3/
ww.hubspot.com/

https://cloud.google.com/
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You can use Passbolt to generate and quickly
fill out passwords & OTPs into forms

passbolt @)7
“mastodon = a | ‘ Q @

Suggested

mastodon.social (admin@passbolt.com)
E-mail address https://mastodon.social

: Browse Q ?)
Y Filters >
Password

2 Groups >

_ 0 Tags ’
Signup Forgot your password? Didn't receive confirmation instructions? _


https://chromewebstore.google.com/detail/passbolt-open-source-pass/didegimhafipceonhjepacocaffmoppf
https://addons.mozilla.org/en-US/firefox/addon/passbolt/
https://microsoftedge.microsoft.com/addons/detail/passbolt-open-source-pa/ljeppgjhohmhpbdhjjjbiflabdgfkhpo
https://apps.apple.com/us/app/passbolt-password-manager/id6754879299?mt=12
https://chromewebstore.google.com/detail/passbolt-open-source-pass/didegimhafipceonhjepacocaffmoppf
https://chromewebstore.google.com/detail/passbolt-open-source-pass/didegimhafipceonhjepacocaffmoppf

And also access
Passbolt on mobile,
using and

apps.
You can fill in credentials

quickly using Face ID or
fingerprints.

# Download on the GETITON
@& App Store ® Google Play



https://play.google.com/store/apps/details?id=com.passbolt.mobile.android&hl=en
https://apps.apple.com/us/app/passbolt-password-manager/id1569629432

How do | get Started?

This is how the setup looks like



Step 1. Accept your
Open the email sent by your administrator.

O &5 0 & B8 D

Welcome to passbolt, Betty! » Passboit x

Thu, Apr 18 ,5:37PM Yy

passbolt-®

Betty Holberton (betty sbolt.com)
Demo 1us! crealed an account for you on passbolt!

Welcome Betty,
Demo just invited you to join passbolt at
demo/ Passbolt is an open source password manager. It is
gned to allow sharing credentials securely with your team!

Let's take the next five minutes to get you started!

N

This email is an automatic notification sent by clot t n. You can disable
these notifications by requesting an administrator to delele your account.




Step 2. Install the browser
Tip: Make sure your pin the add-on to your toolbar.

200 Passbolt | Open source passi X +
€ D G 25 cloud.passbolt.com/test260625/setupfinstall/832dbeba-833d-41a5-ba8c-36790c9e4e10/39612a84-3acb-45cb-9b84-b3a373ee02b1?locale=en-UK&first-install=1

Extensions

Full access

pa S S bolt These extensions can see and change
information on this site.

Passbolt - Open source... J;l

Congratulations! Passbolt wol e e
extension has been installed.
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Step 3. Select a . It will lock on your encryption key.
It is used to encrypt your secrets and prove it's really you.

[N X ] Passbolt | Open source pass: X +

< (6] 25 cloud.passbolt.com/test260625/setupfinstall/832dbeba-833d-41a5-ba8c-36790c9e4e10/39612a84-3acb-45ch-9b84-b3a373ee02b1?locale=en-UK&first-install=1 bAd o} ®

passbolt

Welcome to Passbolt, please
select a passphrase!

This passphrase is the only passphrase you will
need to remember from now on, choose wisely!

| ®

Quality @

Next

Or use an existing private key.

English N



Step 4. Backup your . Make sure your
store it in a safe place. You will need it if you change devices.

[ N N ] Passbolt | Open source pass: X +
(3 (] 25 cloud.passbolt.com/test260625/setup/install/832dbeba-833d-41a5-ba8c-36790c9e4e10/39612a84-3ach-45chb-9b84-b3a373ee02b1?locale=en-UK&first-install=1 pg Im}

. passbolt-recovery-kit.txt
1,070 B - Done

passbolt

Store your recovery kit in a
safe place.

You will need this recovery kit later to access
your account (for example on a new device).

A download of your recovery kit, containing your
secret key, has automatically started.

| safely stored my recovery kit.

Next

Download the kit again!

English v

Ik«



Beyond the setup

Three useful functionalities



You can create password using the quick access or on the
password workspace.

| passbolt

< Create password

Create a resource

’ + Add secret v ‘
= . Name
v Secrets My workspace

Name *

Passbolt | Open source password manager for

URL

o Passwords
Password Username
v Metadata | [
URI
& Appearance Password
URI
e R ERRRRRRRRiRiRinnn. . r——— ® &
Username
= Description Stronz ©
Username
Password
Password
Quality ©

Advanced password generation >



You can share credentials with users directly, or by using
groups.

iew/1e5a83bd-747a-4310-973f-a32c9875b4e4

Share resource noname

Share with people or groups

Start typing a user or group name




Passbolt icon appears directly to help you generate
strong passwords and securely autofill credentials.

(N X ] Passbolt | Open source pas X in Linkedin Login, Sign in | Linke X +

25 linkedin.com/login?fromSignin=true&trk=guest_homepage-basic_nav-header-signin

Linked [}

Signin

S Continue with Google

a

( " Sign in with Apple

By clicking Continue, you agree to LinkedIn's User
Agreement, Privacy Policy, and Cookie Policy.

or

Email or phone

LinkedIn Login, Sign in | LinkedIn
test@passbolt.com

Create a new credential
Create and customize it yourself

Browse credentials
Search among available credentials

Signin




How does it work?

The important bits...



Data in passbolt is .ltmeans itis
transformed into a secret on your devices and then sent
remotely. Data is encrypted using

passbolt

ATTACKER

6 oS

PUBLIC KEY PRIVATE KEY
SENDER RECIPIENT
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Both the and are important. They never leave
your devices, so you need to keep backups in order to set up
new devices.

$#@  Your passphrase
7%0& “Something you know”

; Your Decryption Key
+ = C/ “Proves it's you & allows you

to decrypt secrets”
O/’ Your private key file
“Something you have”

Note: the private key file is also called “recovery kit".



Useful resources

Where to learn more and get help



Watch the
and useful tips.

000 » Discover Passbolt: The open X +

L ) 25 youtube.com/watch?v=97JCXSj_Mdw

= > Youlube"

passbolt

Discover Passbolt: The open source password & secret management for teams

©

. Discover more advanced functionalities

S install ¥ In) = work

+ create [} /:‘

Al From passbolt Application software

Why switch from KeePass to
Passbolt?

passbolt

41K views * 2 years ago

SUSE Linux Enterprise Server +
Passbolt: Discover how to ...

passbolt

» o
suse

Oiscover bow o
aragement

471 views * 1 year ago

webinaire  Webinar: Renforcer la

Renforcer a cybersécurité dans I'ESR
cypersécuné
dans rESR passbolt

e = 333 views * 1 year ago

= a2 yeeas

Beyond passwords: secure
! authentication with passkeys -...
passbolt

Beyond Passwords: -
Secure Authentication 5
With Passkeys - Remy.

Bertot

2024

1.3K views + 2 years ago

Hackathon 2023 - Behind The
». Scenes - Passbolt: Open Sour...
passbolt

460 views * 3 years ago

Open Source Threat Intelligence
Using MISP - Andras Iklody - ...
Open Source Threat

Intelligence Using MISP passbolt

Andras Iklody 30:04 497 views * 2 years ago

=) Cakerest 2023


https://www.youtube.com/watch?v=97JCXSj_Mdw
https://www.youtube.com/watch?v=97JCXSj_Mdw

Browse the . Learn more about the other

functionalities on the official documentation.

o000 Welcome to the User Guide! X =

€ D G 25 passbolt.com/docs/user/

€« paSSbOIt Admin guide Hosting guide API guide Contribute guide

Introduction b
A > Introduction

i Welcome to the User Guide!

/ is my Passbolt URL
Quickstart > User QUide
Basic Features >
e ., Whatis the User Guide?
Settings > The documentation for Passbolt contains several main sections, all accessible from the top navigation bar:
- The User Guide that you're currently reading contains all about the functionalities available to every user.
>

The Admin Guide contains all the information for users with the administrator role, e.g. all about the user and admin workspaces.

The Hosting Guide contains all the technical information related to the setup and update of your passbolt self-hosted server.

*

O Q Search

The API Guide contains low-level and detailed information related to the different endpoints of the backend API.

The Contribute Guide contains information about how you can contribute to Passbolt in different ways.

If you are new to passbolt you can get some introduction in the next section, otherwise feel free to peruse and find what you are looking for

usina the naviaation on the left


https://www.passbolt.com/docs/user/
https://www.passbolt.com/docs/user/

If you are stuck you can always ask passbolt

or 5

00 Passbolt | Open source pas X Get in Touch with the Passbo X +
G c 25 passbolt.com/contact/support
passbolt Product v Pricing  Solutions v Help v

Contact our
team

We are here to help. Ask product questions, report problems, or
leave feedback.

Request technical help
Request new features

Share your feedback

24 )

Resources v Community SignIn Get started - free ) 5.9k

How can we help?

Select your Passbolt edition:
Passbolt CE Passbolt Passbolt Cloud

Your passbolt subscription ID

Subscription ID

Your subscription ID n be found in the passbolt admin workspace > subscription
section, or in your invoice

Full name

First name Last name

\Alarlr armail

®


https://community.passbolt.com/
https://www.passbolt.com/contact/support

Connect with us on github & social media
Q https://github.com/passbolt

@ https://mastodon.social/@passbolt

in https://www.linkedin.com/company/passbolt/


https://github.com/passbolt
https://mastodon.social/@passbolt
https://www.linkedin.com/company/passbolt/

